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CPA WebTrustsm: The Momentum Is
Growing
Are you offering your clients the latest in
technology marketing assurance? Many of
your fellow CPAs have already received the
training they need to offer CPA WebTrustSM
assurance services. CPA WebTrust is a unique
seal of assurance that reassures online
customers that businesses carrying the
seal adhere to proper controls.
Potential customers who see the seal
know that a CPA has evaluated a Web
site’s business practices and controls,
which builds consumer trust and confidence in
electronic commerce.
In the few months since its introduction
in Sept., hundreds of CPAs nationwide have
attended training seminars to prepare them to
offer the new CPA WebTrust service to clients
and to take advantage of an extremely lucra
tive new practice area. At some sites, atten
dance figures were nearly quadruple the aver
age numbers for other seminars.
The enthusiasm stems from a strong per
ceived need for greater controls over elec
tronic commerce. Although Internet use for
research and communication has skyrocketed,
many people refuse to purchase online
because of possible risks and loss of confiden
tiality. AICPA research shows that consumers
worry about the privacy and protection of their
personal information, such as credit card num
bers, Social Security numbers and buying pat
tern history, when shopping online (The CPA
Letter public practice supplements, Nov. 97).
But those same consumers would be more
likely to shop online if a Web site had CPA
assurance.

member receives the training, it is the firm,
not the individual, that is licensed once the
training is completed.
The CPA WebTrust license is a one-year
license and is renewable annually. The annual
fee will go entirely into advertising the
CPA WebTrust program to continue to
build the brand. License fees are based
on annual U.S. revenue. They range
from $50,000 for firms with annual
U.S. revenue greater than $1 billion to
$5,000 for firms with revenue below $1 mil
lion. (Many firms can benefit from an Early
Adopter’s Discount.) The annual renewal fee
will be approximately one-half the initial fee
in year 2 and one-third the initial fee in year 3.
If a client’s Web site is found to meet
CPA WebTrust principles, the firm issues a
report validating compliance and the site is
granted the CPA WebTrust seal. The cost of
the seal to CPAs is $1,400. (It is possible to
pay this cost quarterly, at a slightly higher
total cost. Under such an arrangement, CPAs
make an initial payment of $800, then pay
$250 for the following three quarters, for a
total of $1,550.) To ensure that a site contin
ues to adhere to CPA WebTrust principles, the
CPA must revisit the site and refresh the seal
at least every quarter, so engagement fees
encompass not only the cost of the seal but
also the initial evaluation and quarterly fol
low-ups.
CPAs are trained through one-day CPA
WebTrust seminars taking place around the
country. The sidebar on page C2 lists upcom
ing seminar dates. If none of the dates or sites
are convenient, contact your state CPA society
to find out if it is planning seminars.
Practitioners may find that potential
clients want lots of information about the new
service. The article on page C2 answers some
of clients’ most common questions.

news
update

The CPA’s Role

Under a CPA WebTrust engagement, trained
CPAs examine a company’s Web site to evalu
ate whether it meets prescribed practices and
control criteria. Although a specific firm
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Answers to Clients’ Questions about CPA WebTrustsm
Because CPA WebTrustsm is so new and
innovative, potential clients may not under
stand all its benefits. Here’s a rundown of
what possible clients most want to know.
What does the CPA WebTrust seal do
for me? Why would I want to pay for
it?

One main obstacle to the success of
Internet commerce is broad public concern
over the privacy and security of Web sites
and the legitimacy of many business enti
ties, especially small businesses, offering
products and services over the Internet.
CPA WebTrust, a service performed by
CPAs, who are widely accepted as having
independence and integrity, provides the
assurance that Web sites bearing the CPA
WebTrust seal meet high standards of secu
rity, privacy and legitimacy. In addition to
encouraging your customers to buy your
products online and generating increased
sales for you, the seal confirms that your
site has working controls and security that
are as important to your company’s own
protection as they are to your customers’.
How can I get the CPA WebTrust seal?

The seal can be obtained by engaging a
CPA who offers the CPA WebTrust ser
vice.
How can my Web site qualify for the
CPA WebTrust seal?

To earn the seal, Web sites must comply
with the CPA WebTrust principles issued
by the AICPA. The standards deal with the
existence of Web site disclosures, controls
and practices in three areas:
1. Your company’s business practices
as they relate to commercial offerings on
your company’s Web site.
2. The accuracy and completeness of
commercial transactions made through
your site.
3. The measures in place to assure the
privacy and security of confidential infor
mation at your site.

What if my Web site does not qualify?

Your CPA can provide the guidance neces
sary to bring your site into compliance. As
these principles address proper and broadly
accepted internal controls and practices for
operating your Web site, it makes good
business sense to manage your site in
accordance with these business principles.
Does my Web site need any special
hardware or software to comply?

The extent of your investment in hardware
and software depends on your site’s size,
complexity and type. If your site is hosted
by a third-party Internet service provider
(ISP), most of the software and hardware
issues will likely rest with the ISP.
However, if your company maintains its
own Web hardware and software, your
Web site will require software that main
tains transactional integrity as well as fire
wall, encryption and other hardware and
software elements required for information
protection.
How much does CPA WebTrust cost?

The cost is likely to be comparable to that
of many other consulting services rendered
to your company by your current account
ing firm.
How long is the CPA WebTrust seal
valid?

with CPA WebTrust principles. Under
these guidelines, the site must be tested for
compliance at least every 90 days.
Depending on the nature and complexity of
the Web site and your business, more fre
quent testing may be required.
Under what circumstances can the
CPA WebTrust seal be revoked?

CPAs are required to revoke the seals of
Web sites that no longer comply with cur
rent AICPA principles.
My company enjoys a solid reputation
and our Web site maintains strong
transactional control, uses passwords,
anti-virus measures and firewalls. Why
do I need the CPA WebTrust seal?

The primary purpose of CPA WebTrust is
to overcome broad public concern over the
privacy and security of Web sites. While a
company’s Web site may comply with the
CPA WebTrust principles, there is no way
a potential customer can be assured of this
unless the CPA WebTrust seal is affixed to
the site.
Am I restricted in how I can use the
CPA WebTrust seal on my site?

Yes. Use of the seal is licensed exclusively
to your Web site by CPAs who offer this
service. The seal cannot be copied, dupli
cated or re-engineered in any way.

The seal is valid as long as a CPA contin
ues to assure that the Web site complies
Upcoming CPA WebTrust Seminars

Here are the dates and locations of future CPA WebTrust seminars:

• Feb. 6 in Rhode Island
• Feb. 9 in Minnesota
• Feb. 10 in Kansas (co-sponsored by the Missouri Society of CPAs)

• Feb. 24 in Illinois
For more information or to register for a CPA WebTrust seminar, contact the

related state society.

Published for AICPA members in small firms. Opinions expressed in this supplement do not necessarily reflect policy of the AICPA.
Anita Dennis, supplement editor
Ellen J. Goldstein, CPA Letter editor
973/763-2608; fax 973/763-7036; e-mail: adennis20@aol.com
212/596-6112; egoldstein@aicpa.org
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A Year 2000 Report Card:
How Are Other Organizations
Handling Their Y2k Projects?
by Sandi Smith
Should you worry about the y2k plans of organizations that affect
you personally? I think so. What are airlines doing? How is the
government performing? Is your state addressing the issue? year
What about your phone, water or power company? We’ll 2000
ponder the importance of these questions in this article.
One of the first developments surrounding public safety
involves KLM Royal Dutch Airlines, which said it would
consider grounding aircraft on Jan. 1, 2000. It’s not con
cerned about the planes as much as it is about the systems on the
ground. KLM started its internal y2k project in 1996 and expects to
be compliant before 2000. Many airlines have started to put contin
gency plans in place.1
How is the government doing on y2k? The Social Security
Administration (SSA) started its y2k project in 1989, after a y2k
systems failure jolted the organization into action (and by the way,
that’s how many early starters got going on y2k). Today, the SSA
has 80% of its mission-critical code converted and tested, according
to project director Robert Vaccaro.
However, a few months ago, the SSA discovered 33 million
lines of code that it didn’t count in the original project scope. The
code runs state disability systems, and if they do not work, lots of
disability claims will not be accurately processed. The states must
change the code, and the state and federal systems must be tested
together, all before 2000. The new challenge is causing the SSA to
beef up its contingency plans.2
Taxing Questions

Many CPAs who prepare tax returns have told me they are not
affected by y2k. They may be thinking about their tax software
packages, and they may be right about that. (They still need to
worry about other software, hardware, firmware, external inter
faces; in other words, the rest of their businesses.) But let’s look at
another angle: What if the Internal Revenue Service doesn’t finish
its y2k project on time? If returns cannot be processed, what will
that mean to CPAs and their clients? Will there be legislation to deal
with the problem? Will we implement the flat tax or alter return due
dates? (Probably not, but these possibilities have been mentioned.)
The IRS has devoted 700 employees and 150 contractors to
y2k. The service has 80 mainframes, 2,000 minicomputers and
servers, and 100,000 desktop systems to analyze and correct. It has
121 mission-critical systems and 90,000 applications. CIO Art
Gross says he isn’t sure he can trust the report that says 86% of the
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IRS’s project is on schedule. Y2k program director John Yost con
cedes there are legitimate concerns, but he says the agency will be
able to process and collect taxes in 2000.3
The State of Texas opened a y2k project office to coordinate
the projects and funding of 133 state agencies. Shannon Porterfield,
Statewide Year 2000 Project Director, enumerated several key risks
facing the state:
• Potential loss of key information technology personnel.
• Cost impact for state universities.
• Facilities and infrastructure (roads, street lights, fire trucks,
police systems).
• Potential financial impact if critical systems fail (public
safety, health and welfare).
The project office will require agencies to report on
their y2k status and can actively monitor an agency’s status.
It has been observed that some agencies require help in setting pri
orities. Porterfield mentioned that an agency might report that its
heating and air conditioning systems are compliant, but that it has
n’t started looking at the nuclear power plant yet.
Weak Links

Sharing y2k ideas has become quite commonplace across competi
tors and peers. It sounds unusual, but consider the banking industry.
It’s possible to work hard and do an excellent job bringing your
bank into compliance, but what if the bank across the street doesn’t
make it and cannot process your checks? Banks, utilities, states and
many industry organizations are sharing their y2k knowledge in the
hope that weak links do not bring the entire system down.4
Weak links are exactly what the telecommunications industry
is trying to fix in its global telecommunications systems. Some
countries are replacing older switching technologies; some compa
nies are focusing on their billing systems. The International
Telecommunication Union has finally become involved in the y2k
issue. It is developing a program to prevent global network prob
lems by planning to monitor data and voice carriers and equipment
vendors for y2k compliance. It will also develop a contingency plan
for 1/1/00.5
So, how will you be affected by y2k? Is the y2k project for
your business humming along? How is your state doing? What are
your utilities companies doing? Is your bank on schedule for y2k
compliance? The questions are endless, but the deadline is fixed:
1/3/00.

Sandi Smith has completed several year 2000 projects for busi
nesses, including CPA firms. She wrote Solving the Year 2000
Dilemma (No. 093008CLC2), and 1998 Top 10 Technology
Opportunities: Tips and Tools (No. 042300CLC2) both available
through the AICPA (call 800/862-4272). She is available via email
at sandi@cyberramp.net or by telephone at 972/248-8378.

Footnotes

1 Andy Patrizio, “Year 2000 Glitch May Ground KLM Flights,” Nov. 11, 1997, www.techweb.com.
2 Robert L. Scheier, “Year 2000 Updates from the Front,” Computerworld, Dec. 1, 1997, page 69.
3 Sharon Machlis, “IRS Faces Massive Y2k Project,” Computerworld, Oct. 27, 1997, page 3.
4 Robert L. Scheier, “Year 2000 Scoreboard: Help Thy Competitor,” Computerworld, Dec. 1, 1997, page 72.
5 Matt Hamblen, “Bomb Ticking for Voice, Data Nets,” Computerworld, Oct. 27, 1997, page 2.
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Questions and
Answers on Fraud
Last year, the AICPA’s Auditing Standards
Board issued Statement on Auditing
Standards No. 82, Consideration of Fraud
in a Financial Statement Audit (No.
060675CLC2). The new SAS provides
guidance to auditors in fulfilling their
responsibility to detect material misstate
ments resulting from fraud. It became
effective for audits of financial statements
for periods ending on or after Dec. 15,
1997. Because this issue is so important for
CPAs and their clients, this month we pro
vide a series of questions and answers on
the subject to help enhance understanding
of the SAS and its requirements.
Why did the ASB issue a new standard
on fraud?

The ASB issued the new standard to
enhance auditor performance. The standard
provides auditors with expanded opera
tional guidance on the consideration of
material fraud in conducting a financial
statement audit. It aids the auditor in fulfill
ing his or her responsibility to plan and per
form the audit to obtain reasonable assur
ance about whether financial statements are
free of material misstatement, whether
caused by error or fraud. The standard is
expected to drive auditor performance.
What does the standard require?

The standard requires the auditor to:
• Specifically assess the risk of material
misstatement due to fraud. (The standard
provides categories of fraud risk factors that
the auditor should consider.)
• Respond to the results of the assessment.
• Document the fraud risk factors identified
and the responses to those risk factors.
The standard also reaffirms the auditor’s
responsibility to communicate fraud to man
agement, the audit committee, and, under
some circumstances, appropriate regulators.
How will the independent auditor’s
responsibility for the detection of
material fraud (fraud that would result
in a material misstatement in an
entity’s financial statements) change
with the new standard?

The auditor’s responsibility will not
change. The standard reaffirms the indepen
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dent auditor’s current responsibility; that is,
to plan and perform the audit to obtain rea
sonable assurance about whether the finan
cial statements are free of material misstate
ment, whether caused by error or fraud.
However, the ASB concluded that perfor
mance standards are needed to support the
auditor in executing that responsibility.

statements caused by fraud. The public
interest is served by adding independent
assurance to the credibility of financial
statements upon which our capital and
credit markets depend.

How will the new standard affect audit
fees?

Does your firm work with employee benefit
plans? The AICPA’s Employee Benefit
Plans and Employee Benefits Taxation
Committees recently provided oral and
written comments to the U.S. Department
of Labor regarding proposed revisions to
Form 5500, Annual Return/Report of
Employee Benefit Plan. Requests for com
ments on the proposed form were published
in the Federal Register Notice on Sept. 3,
1997, Vol. 62, No. 170, page 46556. Form
5500 is the primary source of information
to the government about employee benefit
plans. Approximately 850,000 pension and
welfare plans file Form 5500 annually. The
form contains information about an
employee benefit plan’s operations, funding
and assets and is an important tool in the
Department of Labor’s enforcement and
oversight activities.
The revised Form 5500 attempts to
simplify and streamline the annual report
and reduce the reporting burden on filers by
creating one form. If adopted, the revised
Form 5500 will be effective for plan years
beginning on or after Jan. 1, 1998.
To obtain a copy of the AICPA’s com
ment letter on the revised Form 5500
Series:

Proposed Form 5500 Revisions

The effect will vary. Some entities have
very strong internal control. In these organi
zations, management is concerned about
fraud and its effects on the entity, and there
are controls that are designed to prevent and
detect fraud. For these organizations, the
effect on audit fees will not be significant.
For entities with fraud risk factors that are
not effectively addressed by management,
the costs will be greater. The profession
believes that the public interest benefits will
outweigh the additional cost. Also, organi
zations concerned about such costs can take
active measures to reduce them by, for
example, implementing controls designed
to prevent and detect fraud.
In what other ways will the new stan
dard affect entities under audit?

The new standard will require the auditor to
ask management about the risk of fraud and
whether management has knowledge of
fraud that has been perpetrated on or within
the entity. The auditor also will be expected
to communicate to management any risk
factors that the auditor identifies. This is
expected to have the salutary effect of
encouraging management to improve fraud
prevention and detection techniques.
How will the new standard help the
auditor?

The new standard describes fraud and its
characteristics. It also provides examples of
fraud risk factors that, when present, might
indicate the existence of fraud. The stan
dard also explains how the auditor should
respond to the risk of material misstatement
due to fraud.
How does the standard serve the public
interest?

This new procedural guidance on fraud
detection will help auditors better serve the
public interest by increasing their ability to
detect material misstatements in financial

201/938-3787; select document no.
306
www.aicpa.org/members/div/acctstd/
other/5500com.htm

Members who want to learn more
about the revisions to the Form 5500 Series
can contact:
• George M. Holmes Jr., Pension and
Welfare Benefits Administration, U.S.
Department of Labor; 202/219-8515
• Wendalyn Frederick, Technical Manager,
Professional Standards and Services—
D.C.; 202/434—9211
• Lisa Winton, Technical Manager,
Taxation—D.C.; 202/434-4234

